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Abstract

In the present world of high-speed Internet connectivity, millions of transactions occur every minute. For these
transactions, data need to be readily available for the genuine people who want to have access, and it must be kept
secure from imposters. As the number of clients using online banking increases, online banking systems are becoming
more desirable targets for attackers. To maintain the clients trust and confidence, security of their online banking
services need to be assured; financial institutions must identify how attackers compromise accounts and develop
methods to protect them. Towards this purpose, we propose a framework for assessing security status of an online
banking infrastructure. Therefore, the said framework will take into consideration banking threats, infrastructure
investment and defense in-depth strategies adopted by the financial institutions. The cumulative factors contributed
from risk domains can then be used for computation of online status of a banking facility.
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1. INTRODUCTION

Online banking is the facility of transacting or doing banking service over the public network (the Internet),
through which customers can use different kinds of banking services ranging from the mobile transactions
such as “Lipa na Mpesa” and pay bill facility provisioned by Safaricom (Garrett, P., & Regen, P., 2017). In
advanced nations, online banking has been almost fully integrated to provision services, while the
developing countries are just beginning to embrace these services. And to be realized as a fact it’s not so
long ago, banks have embraced information and communication technology in the delivery of their
products and services. With the proliferation of Internet, many of these banks are offering Internet banking
services to their customers, in a bid to provide convenience, and to remain competitive. In an attempt to
improve the quality of service delivery and customer experience, some banks have deployed Internet
banking services to their customers, to enable them perform basic financial transactions such as balance
enquiry and funds transfer. According to Clemes et al., (2012), the advent of the Internet has a significant
impact on banking service that is traditionally offered by the branches to the customers. Internet banking
can be defined as performing financial transactions over the Internet through a bank’s website.

It should be noted that a good number of banks in Kenya operate virtual banks. According to (Mueller, S.
D. 2008), notes that Kenya faces unprecedented macroeconomic challenges with huge deficits expected to
impact on the Kenyan economy for a significant period of time. The foreseeable economic challenges of
two years ago as actuated and double up, and fueled government debt and inflation. These in effect, have
translated to sharp depreciation of the local currency, and a weaker pace of economic growth. The situation
as actually continued to be a Macroeconomic challenge. These issues have weighted negatively on
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economic growth. The adding pertinent factors in the economy include the rising wage bill, high and rising
interest rate, and continued upward trajectory of net international reserves. Aside from the negative
impacts, banks play significant role in the Kenyan economy. It can be noted that commercial banks have
continued to achieve impressive growth in terms of assets while providing the Kenyan economy with the
necessary banking services. Indeed and especially with the advent of Internet and communication
technology (ICT), which has significantly revolutionized the way business and service delivery is carried
out by companies and businesses across the globe. The internet is seen as the nervous system of the 21st
century and organizations recently are reaping the benefits of the internet’s neural network; and, the
banking sector is no exception (Qomi, M. A., et al 2014). The Internet also has continued to spread into
banking technologies and now provides an important platform to keep customers engaged and remain
competitive.

Also, the use of Internet in banking has become a useful channel of banking adopted by most banks to
enable their valuable products and services to be availed to its customers. Contrary to the ideas by Njuguna
et al., (2012) in which he observed that the use of network banking as a platform for carrying out banking
services has continued to rise globally, and most banks particularly, in developing economies such as
Kenya have recorded very low Internet banking users over the years. The unavailability of infrastructure
support and also proper industry regulations will in long run impact negatively on the use of the Internet
banking services offered by banks in Kenya. According to (Ameme, B. K., 2015), Kenya has had full Internet
connectivity since 1993. The penetration rate during this period was 88%, since then, mobile data figures
recorded an increase — today Kenya’s mobile market has continued to grow steadily, supported by a mobile
subscriber base of about 39 8 million by early 2017. Despite this impressive and rapid growth of mobile
Internet usage, with the significant increase recorded in the use of mobile phones for financial services.
This trend in comparison with developed countries is today among the highest. This is in negation to a
study by Maria (2011) indicating that an increase in the use of electronic financial services is due to
increase in internet penetration among the population, in contrast to Kenya, where for example, mobile
leveraged the financial services by the majority of the population. The difference in these assertions is
likely due to the fact that other factors besides Internet penetration rate lead to ICT powered financial
adoption. Some attractive features of Internet banking service is the ability of customers to access their
bank accounts at anytime, from anywhere and to perform such transactions as balance enquiry, statement of
accounts request, cheque book request, electronic funds transfer among others. Despite these convenient
features offered by online banking facilities, most banking customers prefer to use other channels of
banking in, particularly the traditional method of electronic funds transfer.

Therefore, the secure handling of network banking services is very vital, it’s critical especially in
convenience offered by anywhere, anytime facility which is not provisioned in traditional banking. These
necessitates financial institutions the need to ensure that these innovative technological services are
supported by measures that maintain high and total customer experience with a sense of guarantee of
service without interruption. Banking users need to be supported as soon as they experience challenges in
using online services. This is supported by the fact that financial institutions do not fully understand the
way customers experience banking websites, as customers generally do not have a platform on which to
express their frustrations with online services and left to the chance of locating the physical branch, in the
end, this does frustrate customers who intends to use online banking facility (Redlinghuis & Rensleigh,
2010). It is also very vital to ensure that these online services are much secured in order for users to
develop confidence in these online banking infrastructures. As the numbers of customers increasingly rely
on the internet for routine financials and investment, the threat of online fraud becomes a risk
(Oghenerukeybe, 2008).

Banking customer need to be educated, in the how of using Internet banking, because it’s critical to the
adoption of Internet banking as some customers need to be aware of the benefits of these services and how
to use them. Despite the fact that Internet banking provides a fast and convenient way to perform banking
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transactions, customers are still reluctant to adopt and make use of these online services. All this
advancement negates assertions that online banking is a disruptive innovation in banking industry, some of
the bank customers in developing countries are hesitant to adopt this innovation, and are still keeping to the
old paradigm of brick and motor branch banking (Clemes et al., 2012). Therefore, in order to grow
consumer Internet banking adoption, banks must make key improvements that address consumer concerns
(Kazi, 2013). Banks also need to understand and target customer groups and categories differently, in order
to obtain significant efficiencies in their operations in online banking (Nerme, 2013). Therefore the relative
success of internet banking can be gauged by identifying the current and anticipated users of internet
(Munusamy, 2013). It is, therefore, crucial to investigate this phenomenon and to make recommendations
that benefit both the banks and the customers.

1.1 Statement of the research problem

The lack of a framework for assessing the security status of an online banking facility has proved difficult
to gauge the awareness and status level of risk factor exposure of a financial institution. Therefore, the
method in place has been occasioned by operation of financial institutions in a silo, situation unaware of its
risk factor level, because of being unaware of its status. Often when online attacks and fraud do happen
that’s the time a financial institution gets to understand they had vulnerability. The aftermath of fraud, the
financial institution ends-up spending heavily on forensic investigators. In addition, there has not been a
mechanism in form of a model to cumulatively come up with the threshold inform of status level as a result
of risk exposure by financial institutions, therefore, this research will serve to inform the status level of risk
tendency.

1.2 Objective of the study

Our main focus is to come up with a framework that would aid baking institutions to measure the security
status of their online banking infrastructure by commutatively considering banking facilities, investments
and defense in-depth strategies (SSOB).The status will serve to appropriately inform the security posture of
the banking institution.

2. SURVEY OF LITERATURE

Transactions through online banking may include obtaining account balances and lists of latest
transactions, electronic bill payments, and funds transfers between customers or their accounts (Schmidt, C.,
2004). Therefore, some apps also enable copies of statements to be downloaded and sometimes printed at
the customer's premises; while some banks charge a fee for mailing hardcopies of bank statements.

To access a financial institution's online banking facility, a customer with internet access would need to
register with the institution for the service, and set up a password and other credentials for customer
authentication. The credentials for online banking are normally secured against adversaries. Financial
institutions now routinely allocate customers numbers, whether or not customers have indicated an
intention to access their online banking facility. Customer numbers are normally not the same as account
numbers, because a number of customer accounts can be linked to the one customer number. Technically,
the customer number can be linked to any account with the financial institution that the customer controls,
though the financial institution may limit the range of accounts that may be accessed to, say, cheque,
savings, loan, credit card and similar accounts.

From the bank's perspective, online banking reduces the cost of transacting by reducing the need for
customers to visit a bank branch for non-cash withdrawal and deposit transactions. Online banking does not
handle transactions involving cash, and a customer needs to visit an ATM or bank branch for cash
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withdrawals or deposits of money. Many apps now have a remote deposit option; using the device's camera
to digitally transmit cheques to their financial institution (Owens et al, 2006).

The customer visits the financial institution's secure website, and enters the online banking facility using
the customer number and credentials previously set up. The types of financial transactions which a
customer may transact through online banking are determined by the financial institution. Today, many
banks are Internet-only institutions. These "virtual banks" have lower overhead costs than their brick-and-
mortar counterparts. In Kenya, for example, the online banking as shifted to economic core of operation
without which the Kenyan economy would be in crisis without an MPesa facility provided by Safaricom
limited for mobile money transfer and also banking.

2.1.1 Security issues in online banking

The online banking facility is a powerful tool for increasing the accessibility of remote anytime anywhere
banking, but it also provides potential openings for fraudulent activity committed against customer
accounts online. Online thieves are continuously devising new means of gaining access to online banking
facilities through online banking. Although banking sector is continually struggling to stay ahead of these
adversaries, they have not been able to completely remove attacks occurring through customer devices or
their adversaries.

The existence of banking as an industry is to guarantee the security of a customer's financial information
without which the banking sector would be of less impact to the economy and, therefore, online banking.
Similarly, the reputational risks to the banks themselves are important (Tiwari et al., 2006). Financial
institutions have set up various security processes to reduce the risk of unauthorized online access to a
customer's records, but there is no consistency to the various approaches adopted.

The use of a secure website has been almost universally being embraced such as single password
authentication which still in use, it is by itself is not secure enough for online banking in some countries
especially developing world also admitted by (Peterson, J., 2017).

The online attacks normally are of two main types; Attacks on online banking based on deceiving the user
to steal login data and valid TANs through phishing and pharming, Cross-site scripting and key
logger/Trojan horses are being used to steal login information (Ziegler, S., & Horvéth, P., 2014). The other
method are attacks on the signature by manipulating software being used in a way, that correct transactions
are shown on the screen and faked transactions are signed in the background.

A 2008 U.S. Federal Deposit Insurance Corporation Technology Incident Report, compiled from
suspicious activity reports banks file quarterly, lists 536 cases of computer intrusion, with an average loss
per incident of $30,000. That adds up to a nearly $16-million loss in the second quarter of 2007. Computer
intrusions increased by 150 percent between the first quarter of 2007 and the second. In 80 percent of the
cases, the source of the intrusion is unknown but it occurred during online banking, the report states.

In 2015, the British insurance company Lloyd’s estimated that cyber-attacks cost businesses as much as
$400 billion a year, which includes direct damage plus post-attack disruption to the normal course of
business. Some vendor and media forecasts over the past year put the cybercrime figure as high as $500
billion and more (Morgan, 2016). Furthermore, from 2013 to 2015 the cybercrime costs quadrupled, and it
looks like there will be another quadrupling from 2015 to 2019. Juniper research recently predicted that the
rapid digitization of consumers’ lives and enterprise records will increase the cost of data breaches to $2.1
trillion globally by 2019, increasing to almost four times the estimated cost of breaches in 2015 (Morgan,
2016).

MISRP, Vol. 1, No. 1, June 2017, Pages 9 - 17 12



Enhancing & disseminating Global Scholarly Publications WWW.mijsrp.org Mara International Journals

The other kind of attacks are the so-called man-in-the-browser attack, a variation of the man-in-the-middle
attack where a Trojan horse permits a remote attacker to secretly modify the destination account number
and also the amount in the web browser.

As a reaction to advanced security processes allowing the user to cross-check the transaction data on a
secure device there are also combined attacks using malware and social engineering to persuade the user
himself to transfer money to the fraudsters on the ground of false claims (like the claim the bank would
require a "test transfer" or the claim a company had falsely transferred money to the user's account and he
should "send it back"). Among these are the attacks that are mostly being perpetrated in Kenya with
financial institutions sometimes being unaware or lack the technical infrastructure to deter these attacks.
And, in most cases, do not want to admit of the occurrence of breaches to protect their reputation.

3. PROPOSED FRAMEWORK

The framework that will aid in the implementation of the model to compute the online status of a banking
infrastructure is as shown in Fig 1.

Registration
User
login
Web
Application Authentication
subsystem Web server
View -
Computational
report .
logic

Fig 1: Web based Framework for computing online status (source: Author)

The operation of the framework is such that it will enable the users to be registered and consequently login
to access the system. Once the user accesses the system depending on the need of the user as such could be
a financial institution who may want to compute the online status of their online banking infrastructure then
they would be able to do so by entering the attacks they have or considering their infrastructural investment
and also their in-depth strategy.

3.1. Framework Operation

The online status of an online banking infrastructure will be derived from (OWASP) Open Web
Application Security Project. The individual threshold of vulnerabilities will be taken into consideration
based on its ranking from the security project. The percentage value of the attack will contribute to the
online status of a banking infrastructure. The expert list of OWASP attack index of 2013 (Gao, J. B. 2013) is
as shown Table 1.
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Table 1: The expert list of OWASP attack index of 2013

Attack ranking Type of attack

Al Injection

A2 Broken Authentication and session mangemnt
A3 Cross-site scripting (XSS)

A4 Insecure Direct Object Refrence

A5 Security Misconfiguration

A6 Sensitive Data Exposure

A7 Insecure Cryptographic Storage

A8 Crossite-Scripting Request Forgery (CSRF)
A9 Using components with known vulnerabilities
Al10 Unvalidated redirects and forwards

From Table 1 above, the attack vectors of an online based infrastructure ranking we can then be able to
compute the status of an online baking infrastructure as follows:

Security Status of online Banking Infrustructure (SSOB) = Attack Vectors X Percentage Value Of Attack

Therefore, Security Status Of An Online Banking Infrustructure (SSOB) will be computed using the
formula;

SSOB =F (Allﬁ‘ A212+ A3I3+ ........................ AnIn)
Where: A, A, As.... A, respectively are the weights that can be determined through focus groups.

While; 1), I, I5 ..... I, respectively are the specific attack vectors that can be managed when the
SSOB is computed.

The model works in the premise that an assigned threshold warrants a status. Attack will then be
assigned weights depending on their ranking.

Therefore, once an agreed threshold is arrived at, it will serve to inform the type of attack such as the
banking insecurity intensity and in this regard will be able to inform appropriately on the security status of
an online banking infrastructure

4. DISCUSSION

The proposed system can present a number of advantages towards assessing online status of a banking
infrastructure, these are:

o Capture of user detail: these details will be captured once, used many times and can be shared to
other incidental utilizations.

o Availability of user detail: the financial institutions and customers will be enable to capture details
of an attack vectors and, therefore, compute the online status of a banking infrastructure that would
ordinarily not be impossible without considering the wide range of online vulnerabilities..

e A system that’s easy: the utilization of the Web based model for computation of online status of a
banking infrastructure will make it very easy to use.
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e Operation affordability: the use of the Web based model will be relatively low cost because
multiple users will connect to a common system.

o Generation of report: in implementing the framework it will make it possible to produce summary
reports of security status of online infrastructure. This information is often not availably and
accurate in the present setup that relies on manual records.

4.1 Challenges

The main concern that will be of a challenge especially to the financial providers will be provisioning the
facility online. Some financial institutions might not be willing to fully welcome the idea of allowing
members of public or account holders to know their security status.

5. CONCLUSIONS

This concept, therefore, envisions this approach of using a framework that automatically upon considering
banking threats, infrastructure investment and defense in-depth strategies adopted by a financial institution,
thus it automatically computes the security status. In its working the system will go hand in hand in
appropriately informing the financial institution appropriately on their status.

6. AREAS FOR FURTHER STUDY

The proposed framework can also be utilized by government and other interested players in considering
fraud exposure indexes of banks and also advising appropriately by coming with relevant laws to ensure
banking institutions are up-to-date on their baking infrastructure security.
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